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In practice, the creation of an information security system is carried out in three stages.

In the first stage, the company is developing a basic model of the operating system. To do this, it is necessary
to analyze all types of information that circulate in the company and should be protected from intrusion by
third parties. The initial work plan consists of four questions:

1. What data sources should be protected?

2. What is the purpose of accessing protected data?

The goal may be to access, modify, modify, or delete the data. Any action taken by an attacker is illegal.
Acquaintance does not lead to the destruction of the data structure, while modification and deletion lead to the
partial or complete loss of data.

1. What is the source of confidential information?

In this case, the resources are people and information resources: documents, flash drives, publications,
products, computer systems, labor support.

1. How to protect against access roads and attempts to unauthorize access to the system?

The following methods of access are distinguished:

« Unauthorized access - illegal use of data;

» Leakage - uncontrolled dissemination of information outside the corporate network. Leakage occurs due to
the shortcomings of the technical channel of the security system, its weaknesses;

» Transparency - the result of the influence of the human factor. Authorized users may disclose information to
convey to competitors or through negligence.

The second stage involves the development of a security system. This means implementing all selected
methods, tools and directions of data protection.

The system is built on several levels of protection at the same time, interacting with each other to ensure
reliable management of information.

The legal degree ensures compliance with state standards for data protection and includes copyright, orders,
patents, and job descriptions. A well-built security system does not violate user rights and data processing
standards.

The organizational level allows you to create rules for users to work with confidential information, select staff,
organize work with documents and physical data carriers.

The rules for dealing with users' confidential information are called access control rules. The rules are set by
the company’s management in conjunction with the supplier who implements the security service and security
system. The goal is to create conditions for each user to use information resources, for example, the right to
read, edit, transfer a confidential document. Access control rules are developed at the organizational level and
implemented at the stage of working with the technical component of the system.

The technical level is conventionally divided into physical, hardware, software, and mathematical levels.

» creation of barriers around the physically protected object: security systems, noise pollution, strengthening
of architectural structures;

* installation of hardware: protection of special computers, personnel management systems, servers and
corporate networks;

« installation of software shell for software protection system, implementation of access control rules and
testing of works;

* Implement methods of cryptographic and verbal data protection for secure transmission over a mathematical-
corporate or global network.
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The third, final stage is system performance, regular monitoring and risk management. It is important that the
protection module is flexible and allows the security administrator to quickly improve the system when new
potential threats are identified.
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